-~ AR~
MMl

AzA0LI

AzA012

AzA-021

A&A03.1

AzA04.1

A&A05.1

A&A06.1

A&A062

Als-0L1

AIs-01.2

AIs-021

AIs-03.1

AIS-04.1

AIs-05.1

AIs-05.2

AIS-06.1

AIS-062

AIs-07.1

Als.07.2

BCROLI

BCRO1.2

BCRO21

BCR03.1

BCR04.1

BCR05.1

BCR05.2

BCR05.3

BCR-06.1

BCROT.1

BCR0B.1

BCR08.2

BCR08.3

BCR09.1

BCR09.2

BCR-10.1

INITIATIVE v4.02

‘Ave audic and assurance policis, procedures, and standards established, documented,
approved, communicated, applied, evauated, and mainained’

poliies, procedures, and standards d and updated

at least annually!

standards at least annually!

o riskcbased

plans and policies?

regultions,
and statutory reqirements applicable to the audie!

d implemented
risk analyss, security control assessments, conclusions, remediaton schedules,
" of past

Is 2 risk-based corrective action plan to remedate audit findings establshed,
q d, appled, evaluated,

Is the remedistion status of audit findings reviewed and reported to relevant
stakeholders!

Are application security policies and procedures established, documented,
approved, communicated, applied, evalvated, and maintined to guide appropriate
planning, del o f the capabiltes!

Are applicatin security policies and procedures reviewed and updated at least
annually!

Are baseline requirements to secure different applications established, documentad,

and maintained!

Ave technical and operationsl metrics defined and implemented according to

business objectives, securiy requirements, and compliance obligations?

15 an SDLC process defined and implemented for application design, development,
depl per organizationally requirements!

Does the testing strategy outline critera to accept new information systems,
upgrades, and
and organizational speed of delivery goals?

securiy,

Is testing automated when applcable and possible!

Are strategies and capablties established and implemented to deploy application
code ina secure, standardized, and compliant manner?

s of applcation possible!

Ave spplication

s y
possible!

Are business continuity management and operational resiience policies and
procedures established, documented, approved, communicated, applied, evaluaced,

and maintained

Are the poli reviewed and

Are cricria for developing business continuiy and operational resiency

and isk
impacts?

Are strategies developed to reduce the impact of, withstand, and recover from
business disruptions in accordance with risk appetite!

o establish, documen, approve, communicate, apply, evaluate, and mainain
business continuity plan!

s developed, identifed, and acquired
continuity and operational resilience plans!

Is business continuity and operational resliience documentation availble
to authorized stakeholders!

Is business continuity and operational reslience documentation reviewed periodically!

Are the business continuiy and operational resience plans excercised and
tesced at least annually and when sigificant changes occur?

Do and
stakeholders and participants?

Is cloud data periodically backed up!

s i d avallsbil

Can backups be restored appropriatel for resliency!

Is 2 disaster response plan establshed, documented, approved, applied, evaluated,
nd malntained to ensure recovery from natural and man-made disasters!

Is the disaser response plan updaed at least annually, and when significant
changes occur!

Is the disaster response plan exercised annually or when significant changes

Yes

Yes

Yes

Yes

Yes

SSRM Control

Ownership

CSP-owned

CSP-owned

CSP-owned

‘Shared CSP and Irdparty

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CSP-owned

CSP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CSP-owned

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CsP-owned

CSP-owned

CsP-owned

CsP-owned

CSP-owned

Shared CSP and 3-party

CsP-owned

CSP-owned

‘Shared CSP and 3-party

Shared CSP and 3-party

‘Shared CSP and 3c-party

CSP Implementation
Description

(OntionalRecommended)

CSC Responsibilities
(OptionallRecommended)

cem
Control ID

ABAOI

AzA02

ABA03

ABA04

A0S

A6

S0l

AS02

AIs03

AIS04

AlS05.

AIS06

AlS07

BCR-01

BCR02

BCR.03

BCR-04

BCR05

BCR06

BCR.07

BCR.08

BCR.09

BRI

©CM Control Specification

Establish, document, approve, communicate, 3pply, evaluate and maintain
audit and assurance policies and procedures and stndards. Review and update
the policies and procedures atleast annually

relevant standards a least annully.

Perform independent audic and assurance assessmens according to.
risk-based plans and polices

with all regult
and statutory requirements applicable to the audic

Define and implement an Audic Management process to support audic
"

dysis,security remedation

hedul d review of pasc

Establish, document, approve, communicate, 3pply, evaluate and maintain
a and
report remedition status to relevant stakeholders,

Establish, document, approve, communicate, 3pply, evaluate and maincain
policies snd procedures for spplication security to provide guidance to the
appropriate planning, delivery and support of the organization's application
security capabilties. Review and update the poliies and procedures at least

annaaly.

Establish, documen and maintain baseline requirements for securing

diferent applcations.

Define and implement technicaland operational metrics in slignment

with business objectives, security requirements, and compliance obligaions.

Define and implement a SDLC process for application design, development.
P fined by

©CM Control Title

Auditand Assurance Policy
and Procedures

Independent Assessments

Risk Based Planning
Assessment

Requirements Compliance

Audit Mansgement Process

Remedistion

Application and Incerface
Security Policy and
Procedures

Application Security Bascline:
Requirements

Application Security Metrics

d operation in y d
the organization.

Implement a testing strategy.

cluding criteria for acceptance of

security p
of delivery goals. Automate when applicable and possible.

Establish and implement strategies and capabilties for secure, standardized,
and complant application deploymen. Automate where possible.

Define and implement 3 process to remedisce application securicy

vulnerabi

ies, automating remedtion when possible.

Establish, document, approve, communicate, 3pply, evaluate and maingain

business concinuicy

Jpte the pol least annally

Determine the impact of business disrupions and risks o establsh
critera for developing business continuity and operational resilence strategies

and capabiltes

Establish strategies to reduce the impact of, withstand, and recover
from business disruptions wihin risk appetice.

Establish, document, approve, communicate, 3pply, evaluate and maintain
3 business continuity plan based on the results of the operational resence
strategies and capabiles

Develop, identiy, and acquire documentation that s relevant to
support the business continuty and operationa resience programs. Make the
per

Exercise and test business continuy and operationa resilence.
plans a¢ least annually o upon signficant changes.

Establish communication with stakeholders and partcipants in the.
ourse of business continuity and resiience procedures.

Periodically backup data stored in the cloud. Ensure the confdentaliy,
incegrity and avaiabily of the backup, and verify data restoration from backup
for resiency.

Establish, document, approve, communicate, 3pply, evaluate and maintain
a disaster response plan to recover from natural and man-made disasters. Update
the plan at least annually or upon significant changes.

Exercise the disaster response plan annually or upon significant
ehanges,including If possible local emergency authorices

pplicstion Design
and Development

Automated Applcation
Security Testing

Automated Secure.
Application Deployment

Application Vulnerabilty
Remedation

Business Continuicy
Management Policy and
Procedures

Risk Assessment and Impact
Analysis

Business Continuity Strategy

Business Continuity Planning

Documentation

Business Continuicy

Exercises

Communication

Backup

Disaster Response Plan

Rosnnnse Plan Frorrice

CCM Domain Title

Audic & Assurance

Application & Incerface.

Securiy

Business Continuity
Management and
Operationsl Resience



BCR-102

BCR-IL1

cccort

ccco12

cccoz1

cccos1

cccol

cccos.1

ccco6.1

cccor

cccu8.1

ccc82

ccc09.1

CEK-0L1

CEK-01.2

CEK-02.1

CEK-03.1

CEK-04.1

CEK-05.1

CEK-06.1

CEK-07.1

CEK-08.1

CEK-09.1

CEK-09.2

CcEK-10.1

CEK-IL1

CcEK-121

CEK-13.1

CEK-14.1

CEK-I5.1

CEK-16.1

CEKAIT.1

Are local emergency authorities included, i possible, in the exercise?

I
located at a reasonable minimum distance in accordance with spplicable industry
standards!

assets including applications,systems,ifrastructure, confguration,etc. establshed.
documented, approved, communicated, applied, evaluated and maincined (regardless
of whether assec management s internal or external)

Are the poli reviewed and

Is:2 defined qualicy change control, approval and testing process (with established
baselines, testng, and release sandards) followed?

systems, nfrastrucaure, configuration ) managed, regardies of whether asset
management occurs incernal or excernaly (ic. owsourced)!

Is the unauthorized addidon, removal, update, and management of organization
assets restricted?

Ave provisions t fimic changes that directly impact CSC-owned environments
9 quests service
level agreements (SLA) becween CSPs and CSCs?

basel bished for all changes
on organizational assets!

Are detection measures implemented with proactive noification if changes
deviate from established baselines!

I3 procedure exceptions,

the change and configuration process!

“Isthe procedure sligned with the requirements of the GRC-04: Policy Exception
Process!”

Is:2 process to proactively rol back changes to a previously known "good

state” defined and implemented i case of errors or security concerns!

prography. encryprion, and key
d J

lied, evaluated,

prography. encrypion, and key
nd updated at least annually!

Ave cryptography, encryption, and key management roles and responsibilies.
defined and implemented!

Are

braries certified to spproved standards?

Are Jgorith an

chssification, associated risks, and encryption technology usabilcy?

Are ©

implement and communicate cryptography, encryption, and ke management technology
changes that accommodate internal and external sources?

Are changes to cryptography-, encryption- and key management.reated systems,

i . y
for downstream effects of proposed changes, ncluding residual risk cost, and
benefics analysis?

Is:a cryptography. encryption, and key management risk program estblished
and maintained that ncludes risk assessment, isk treacment, isk context, monitoring.
and feedback provisions!

Are CSPs providing CSCs with the capacity to manage their own data encryption
keyst

Are encryption and key managemen systems, polices, and processes audited
with a requency proportional to the system'srisk exposure, and after any security

Are encryption and key managemen systems, policies, and processes audted
(preferably continuously but a least annually)?

Are cryprographic keys generated using industry-accepted and approved cryptographic
lbraries that specify p

Are private keys provisioned for  unique purpose managed, and is cryptography
secret?

Keys rotated based on while considering
information disclosure risks and legal and reguhtory requirements!

Are cryptographic keys revoked and removed before the end of the established
cryptoperiod (when a key is compromised, or an entity i no longer part of the.
organization) per defined, implemented, and evaluated processes, procedures, and

Are processes, procedures and technical measures to destroy unnceded keys
o address outside secure.

environments,
revocation of keys scored in hardware security moduies (HSMs), and include applicable
legal and regulatory requirement provisions?

Are processes, procedures, and technical measures to create keys in a pre-activated
state i, when they have been generated but not authorized for use) being defined,
Jemented, and evaluated to include legal ind

Are processes, procedures, and technical measures to monicor, review and approve
key transidons (e, from any scate tolfrom suspension) being defined, implemented,
and evaluated to include legal and regulacory requirement provisions!

Are processes, procedures, and technical measures to deactivate keys (at the
ime of their expiration date) being defined, implemented, and evaluated to include
legal and regulaory requirement provisions!

Yes

Yes

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CsP-owned

‘Shared CSP and CSC

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

BCR11

cccol

cccor

cccos

cccos

cccos

cccos

cccor

cccos

cccoy

cekol

cexo2

cex03

cexo4

cexos

Ccek06

cexo7

cexo8

cexo9

cex1o

cek11

ceci2

cek13

CEK-14

CEK-15

CEK-16

CcEk17

located at 2 reasonsble minimum distance in accordance with applicable industry
standards.

Establish, document, approve, communicate, 3pply, evaluate and maintain
" managing with
t organization i i
etc, regardiess of whether the assets are managed incernally or externally
(e, outsourced). Review and updae the policies and procedures at least annualy.

Follow a defined qualty change control, approval and testing process
with established baselines, testing, and release stndards.

Manage the risks associated with applying changes to organization
assers, "

regardless of whether the assets are managed nternally or externally (ie..
oursourced).

Restrict the unauthorized addition, removal, update, and management

of organization assets.

Include provisions limiting changes directly impacting CSCs owned

level
agreements between CSPs and CSCs.

Establish change management baselines for al relevant authorized
changes on organizatin assets,

Implement detection measures with proactive notifcation in case.
of changes deviating from the estabiished baselne,

‘Implement a procedure for the managemen of exceptions, including

the change and configuration process. Align the procedure with

the requirements of GRC-04: Poicy Exception Process.

Define and implement 3 process to proactively rol back changes to

2 previous known good state in case of errors or security concern.

Establish, document, approve, communicate, 3pply, evaluate and maintain
cr iy

Equipment Redundancy

‘Change Mansgement Policy
and Procedures

Quality Testing

‘Change Mansgement
Technology

Unauthorized Change
Protection

Change Agreements

Change Mansgement
Baseline

Detection of Baseline

Devistion

Exception Mansgement

Change Restoration

Review
and update the polices and procedures at lesst annualy.
Encryption and Key
Management Policy and
Procedures
Define and implement cryptographic, encrypion and key management
" TYprogTIphi eneryp e CEK Roles and
roles and responsibiites.
Resporsible:
Provids cryprographic protection to dat strest and n-transi.
wsingceyptographic lbraries certifed to approved standards.
8 crvproga? P Data Encryption
Use pproprise for d
consdering the clssfication of ats, sssociated riks, and usabilty ofthe
" 7 Encryption Algorithm
encryption technalogy.
Establsh  standard change management procedure, to accommodta
changes from incernal o L
and encryption an s
proraphic encryption and key Mansgement
changes
Mange and adops . encrypion-, and key "
refced
downstream Encryprion Change Cost

P ) y
effects of proposed changes,including residualrisk, cost, and benefs anlysis.

Establish and maintain an encrypion and key management risk program
that ncludes provisions for risk assessment, risk treatment,rik context,
monicoring, and feedback.

CSPs must provide the capabilty for CSCs to mansge their own data
encryption keys.

and ey ficies, and
with 2 frequency that i proportional to the risk exposure of the system with

continuously but at e

securicy even(s),

Generate Cryptographic keys using industry accepted cryptographic
libraries

used.

Manage cryprographic secret and private keys tha are provsioned
for 2 unique purpose.

Rotate crypographic keys in accordance with the calculated cryptoperiod,
which includes provisions for considering the rsk of information disclosure:
and legal and regulatory requirements,

Define, implement and evaluate processes, procedures and technical
measures to revoke and remove crypographic keys prior to the end of ts
esablished

eryptoperiod, when a key is compromised, or an entty is no longer part of the
organization, P q

Define, implement and evaluate processes, procedures and technical
measures o destroy keys stored outside 2 secure environment and revoke keys
scored in Hardware Security Modules (HSMs) when they are no longer needed.
which

nclude provsions for legal and regulatory requirements.

Define, implement and evaluate processes, procedures and technical
measures to create keys i a pre-acivated state when they have been generated
but not authorized for use, which include provisions for legal and regulstory
requirements

Define, implement and evaluate processes, procedures and technical
measures to monicor, review and approve key transitions from any stte tolfrom
suspension, which include provisions for legal and regulacory requirements.

Define, implement and evaluate processes, procedures and technical
measures to deactivate keys at the time of their expiration date, which include
provisions fo legal and regulatory requirements

Benefc Analysis

Encryption Risk
Management

CSC Key Management
Capabiley

Encryption and Key
Management Audic

Key Generation

Key Purpose

Key Rotation

Key Revocation

Key Destruction

Key Activation

Key Suspension

Key Deactivation

Change Control and
Configuration Management

Crypography. Encryption &
Key Management



CEK-18.1

CEK-19.1

CEK20.1

CEK-21.1

DCs-o1.1

DCs-01.2

DCs-01.3

Des-02.1

DCs.022

DCs.023

DCs-03.1

DCs-03.2

DCs-04.1

DCs-042

DCs-05.1

DCs-06.1

DCs-o7.1

DCs.07.2

DCs-08.1

DCs-09.1

DCs-09.2

Des-10.1

Des-111

DCs-12.1

Des-13.1

DCs-14.1

DCs-15.1

DsP-oL.1

DsP.01.2

DsP.02.1

DSP.03.1

DSP-04.1

Ave processes, procedures, and technical measures to manage archived keys
in a secure reposiory (requiring least priviege access) being defined, implemented,
and evaluated to include legal and regulacory requirement provisions!

Are processes, procedures, nd technical measures o encrype nformaton in
specic scenarios (e oly in controlled crcumstances and thereafer only
for da for . dand

Are processes, procedures, and technical measures to assess operational continuicy
sk of
) being defined, implemented, and evaluated to include logal and regulatory.

requirement provisions!

Areley ocedures, and
defined,implemented, and evaluated to track and report ll cryptographic materias
and status changes that include legal and regulstory requirements provisions?

e for the secure disposal
the organizaton's premises established, documented, pproved, communicated, enforced,
and maintained!

Is:2 data destruction procedure applied that renders information recovery
information impossble if equipment i not physicaly destroyed!

e for the secure disposal
the organiztion's premises reviewed and updted t least annually!

Ave policies and procedures for the relocation or transfer of hardware, software,
or alernate documented,
approved, communicated, implemented, enforced, maintined?

Does a relocation or transfer request require written or cryptographically
Verifiable authorization!

Ave policies and procedures for the relocation or transfer of hardware, software,
or akernate location
least annually!

e and secure
(in offices, rooms, and faclties) established, documented, approved, communicated,
enforced, and maintined!

Are

(e, offices, rooms) reviewed and updated at least annually?

for the secure

established, documented, approved, communicated, enforced, evaluated, and maingained?

Are secure o

reviewed and updated at least annually?

Is the chssifcation and documentation of physical and logica sssets based

on the organzationsl business risk!

Are allrelevant physical and logica assets at all CSP sices caraloged and
tracked within a secured system?

Are physical security perimeters implemented to safeguard personnel, data,

and information systems?

Are between business

areas, daca storage, and processing fclites?

4 hod for

Are solel authorized personnel able to access secure areas, with al ingress

restricted, q. o control

mechanisms?

Are access control records recained periodically, as deemed appropriate by
the organization?

Are external perimeter dacenter surveillnce systems and survellance systems
at all ingress and egress points implemented, maintained, and operated?

Are daacenter personnel trained to respond to unauthorized access or egress
aempes?

Are processes, procedures, and technical measures defined, implemented, and
of power and cables.

from incerception, nterference, or damage threats at allfaciiies, offces,

and rooms?

syscems designed

industry scandards effeccively implemented and maintained!

Are " q
incervls for contnual effectiveness?

Is business-critcal equipment segregated from locations subject to & high
probabilty of environmental isk events!

blshed, & q d, communicated,

enforced, evaluated, and mainined for the classfication, protection, and handing
of daa throughout s ifecycle according to all pplicable aws and regulatons,
standards, and risk levell

Are daa securicy and privacy policies and procedures reviewed and updated
at leasc annually?

Are industry-accepted methods applied for secure data disposal from storage.
meda so information is not recoverable by any forensic means?

152 data inventory created and maintined for sensitve and personal information

(ata minimum)?

Is data classfid according to type and sensidviy levels?

Yes

Yes

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CsP-owned

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

3rc-pany ousourced

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CSP-owned

CsP-owned

CSP-owned

CsP-owned

cex-18

CcEx-19

cex20

cekl

pesol

pcso2

Dpes.o3

DCso

DCs.05

DCs06

peso7

DCs08

Des09

DCs-10

pes-11

oes-12

Des-13

DCs-14

es-Is

Dsp.ol

P02

DsP.03

DsP04

Define, implement and evaluate processes, procedures and technical

b
access, which include provisions for legal and regulatory requiremens.

Define, implement and evaluate processes, procedures and technical
in controlled

and thereafcer exclusvely fo decrypting data and never for encrypting data,
which include provisions fo legal and reguatory requirements.

Define, implement and evaluate processes, procedures and technical
messures to assess the risk to operational continuty versus the risk of the

if control of
the keying material i los, which include provisions for legal and regulatory

requirements

Define, implement and evaluate processes, procedures and technical
the key.

cryprographic
materials and changes i scatus, which include provisions for legal and regulatory

requirements

Establish, document, approve, communicate, 3pply, evaluate and maintain
policies snd procedures for the secure disposa of equipment used outside the
organization’s premises.If the equipment is not physically destroyed a data
destruction procedure thit renders recovery of information imposshle must be
applied. i I

Establish, document, approve, communicate, 3pply, evaluate and maintain

policies and procedures for the relocation or transier of hardware, software,

or datafinformation to an offsce or aternate location. The relocation or transfer
the written or

Review and updte the policies and procedures a least annualy.

Establish, document, approve, communicate, 3pply, evaluate and maintain
fe and

in offces, rooms, and faciltes. Review and update the policies and procedures
atleast annualy.

Establish, document, approve, communicate, 3pply, evaluate and maingain
policies and procedures for the secure transportation of physical media. Review

and update the polices and procedures at least annualy.

Classfy and document the physical, and logial assets (2., applications)

based on the organization business risk.

Caalogue and track al relevant physical and logical assets located
atall o the CSP's sites within a secured system.

Implement physical security perimeters to safeguard personnel, data,
and information systems. Establish physicl security perimeters becween the
adminisrative and business areas and the ¢ata storage and processing fciites

Use hod for he

Allow only authorized personnel access to secure areas, with all

ingress and documented, and y phys
access R I records dic b

25 deemed appropriate by the organization

Implemen, maintain, and operate datacenter surveilance systems.
at the external perimeter and at allthe ingress and egress points o detect

unauthorized ingress and egress atcemps.

Train datacenter personnel to respond to unauthorized ingress or

egress accemps.

Define, implement and evaluate processes, procedures and technical
measures that ensure a isk-based protection of power and telecommunication
cables from a threat of ntercepion, ncerference or damage ac al faciices,
offces and rooms.

Implement and maincin data center environmental control systems
that monicor, maincain and test for continual eflectiveness the temperature
and humidity conditons within accepted industry scandards.

Secure, monitor, maintain, and test utiies services for contnual
effectiveness at planned intervals.

Keep business-criccal squipment away from locations subject to high
probabilty for environmental risk events,

Establish, document, approve, communicate, 3pply, evaluate and maingain
policies
hroughout s Ifecycle, and according to al pplicable lws and regulations,
scandards, and risk level. Review and update the policies and procedures at
Teast annualy.

Apply industry accepted methods for the secure disposal of data from
storage med such that data is not recoverable by any forensic means.

Create and maincin a data inventory, at least for any sensitve
data and personal dta

Classfy daa according to it type and sensicviy level

Key Archival

Key Compromise

Key Recovery

Key Inventory Management

OffSite Equipment Disposal
Policy and Procedures

OffSite Transfer
Authorization Polcy and

Procedures

Secure Area Policy and
Procedures

Secure Medi
Transportation Policy and
Procedures

Assets Clssfication

Assets Cataloging and
Tracking

Controlled Access Points

Equipment Idendfication

Secure Area Authorization

Surveilance System

Unauthorized Access
Response Training

Cabling Security

Environmental Syscems

Secure Uilies

Equipment Location

Security and Privacy Policy
and Procedures

Secure Disposal

Data Inventory

Data Classfication

Datacenter Security



DSP.05.1

DSP.05.2

DSP.06.1

DSP.06.2

DSP-09.1

DSP.18.2

DsP.19.1

GRCOLI

GRC.01.2

GRC-02.1

GRC-03.1

GRC-04.1

GRC-05.1

GRC-06.1

GRC0.1

GRC-08.1

HRS-01.1

HRS-01.2

s what daca dand
where it i stored and transmitted!

Is dara incerval
and afer any change?

Is the ownership and stewardship of al relevant personal and sensicive data
documented!

s

Are systems, products, and business practices based on security principles
by design and per industry best practices?

Are systems, products, and business practices based on privacy princiles
by design and according to industry best practices?

Ave systems' privacy settings configured by default and according to 3l spplicable
laws and reguations?

lsad
data and evaluating the origin, nature, particulrity, and severity of risks according
pplicable laws, regulations and o

Are processes, procedures, and technical measures defined, implemented, and
evaluated to ensure any transfer of personal or senstve data i protected from
unauthorized access and only processed within scope (as permitted by respective
laws and regultions)?

Are processes, procedures, and technical measures defined, implemented, and
evaluated to enable data subjects to request access to, modify, or delete persoral
dara (per applicable lws and regulations)!

Are processes, procedures, and technical measures defined, implemented, and
evaluated to ensure personal data is processed (per applicable laws and regulations.
and for the purposes dechred to the data subject)!

Are processes, procedures, and technical measures defined, implemented, and
wihin the service

supply chain (according o any appicabl laws and regulacions)!

Are processes, procedures, and technical measures defined, implemented, and
evaluated to disclose detals to the data owner of any personal or sensitve data
access by sub-processors before processing niation’

buained, and the
before repl e pr diain

Do da i requiremens,

applicable laws, and regultions?

Ave processes, procedures, and technical defined

to protect sensitve data throughout ts Ifecycle!

Does the CSP have i place, and describe to CSCs, the procedure to manage
and respond to requests for discosure of Personal Data by Law Enforcement Authorities
according to applicable laws and regulations!

Doss the CSP gve special atzention to the notifcation procedure to interested

cscs, hibited, such a5 [

preserve confidentialty of  law enforcement investigacion?

Ave processes, procedures, and technical measures defined and implemented
to specify and document physical data locations, ncluding locales where data
is processed or backed up!

by organizational
leadership estabished, documented, approved, communicated, applied, evaluated,
and maintained!

Are the policies and procedures reviewed and updted at least annually!

s documented. and
risk management (ERM) program that includes policies and procedures for identifation,
evaluation, ownership, treatment, and acceptance of cloud security and privacy

risls?

Areall d ”
at leasc annually, or when a substantial organizational change occurs?

established

deviation from occurs!

Has an information security program (including programs of alrelevane CCM
‘domains) been developed and implemented?

Are roles and responsbiites for phning, implementing, operating assessing,

Ave all relevant sundards, regulations, legallcontractual, and statutory
requirements applicabl to your organization dentfied and documented!

incerest
£roups and ocher relevant entiies?
Jici allnew nelud:
remote empl parties) establshed,
dos J J d, spplied, evalusted,
according to

local laws, regulations, ethics, and contractual constraints and proportional
o the data classfication to be accessed, business requirements, and acceptable
riskd

Yes

Yes

Yes

Yes

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CSP-owned

CSP-owned

CsP-owned

CSP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CSP-owned

CSP-owned

CsP-owned

CSP-owned

CsP-owned

CSP-owned

CSP-owned

DsP-05

DSP-06

DsP-07

DSP-08

DsP-09

DSP-10

DSP-11

DsP-12

DsP-13

DSP-14

DsP-15

DSP-16

DSP-17

DsP-18

DsP-19

GRC0I

GRC.02

GRC.03

GRC.04

GRC.05

GRC.06

GRC.07

GRC.08

HRS.01

Create dara flow documentation to idenciy what data s processed,
scored or transmitced where. Review data flow documentation a¢ defined incervals,
at least annually, and afer any change.

Daa Flow Documentation

Document ownership and stewardship of all refevant documented personal
and sensitve daa. Perform review at least annully.
Data Ownership and
Stewardship

products, and b based i

of securicy by design and industry best pracices. Data Protection by Desgn

and Default

products, and based i
of privacy by design and industry best practices. Ensure that ystems' privacy
setcingsare configured by defaul, according to all applicable laws and regulatins.

Data Privacy by Design and
Defaukc

Conduct a Data Protection Impact Assessment (DPIA) to evaluate the
origin, nature, particulrity and severicy of the risks upon the processing

of personal da, according to any applcable laws, regulations and industry Data Protection Impact
best practices. Assessment

Define, implement and evaluate processes, procedures and technical
measures that ensure any transfer of personal or sensitve daa i protected
from d only proce scope as per y
respectve laws and regulations.

Sensitve Data Transfer

Define and implement, processes, procedures and technical measures
o enable data subjects o request access to, modication, or deleton of their
personal data, according to any applicable laws and regulations.

Personal Data Access,
Reversal, Rectifcation and
Deletion

Define, implement and evaluate processes, procedures and technical
measures to ensure that personal data i processed according to any applicable

Limitation of Purpose in
aws and regulations and for the purposes dechred to the data subject.

Personal Data Processing

Define, implement and evaluate processes, procedures and technical
measures for the transfer and sub-processing of personal cata within the service
supply chain,according to any applicable laws and regulations

Personal Data Sub-
processing

Define, implement and evaluate processes, procedures and technical
the detls of any p
sub-processors to the dara owner prior to iitaion of that processing.

Disclosure of Data Sub-
processors

Obtain authorizaion from data owners, and manage sssociaed risk
nee Limitation of Production

or G
Data Use

Data retention, archiving and deletion is managed in accordance with

business requiremens, applicable laws and regulations. Dara Retention and
Deletion

Define and implement, processes, procedures and technical measures
o protect sensitve cara throughout s Ifecycle. Sensiive Data Protection
‘The CSP must have in place, and describe to CSCs the procedure to
manage and respond to requests for disclosure of Personal Data by Law Enforcement
Authorities according to applicable laws and regulations. The CSP must give
pecil o interested CSCs,
prohibiced, such as a prohibition under criminal lw to preserve confdentiality
of alaw enforcement investigaton,

Disclosure Notfication

Define and implement, processes, procedures and technical measures
p physicallocations of data. incluing any locations
n which data s processed or backed up.

Data Location

Establish, document, approve, communicate, 3pply, evaluate and maintain
policies and procedures for an information governance program, which is sponsored
by the leadership of
atleast annualy.

‘Governance Program Policy
and Procedures

Establish a formal, documented, and leadership-sponsored Enterprise:
M) program that includ

identification,
I i Risk

risks.

Review al relevant organizational polices and associated procedures

at least annually or when a substantil change occurs within the organization. Organizatioral Policy

Reviews

Establish and follow an approved exception process 25 mandted by

the governance program whenever a deviation from an established policy occurs.
& progr e abished oty Policy Excepion Process

Develop and implement an Information Security Program, which includes

programs for al the relevant domains of the CCM. Information Securiy

Program

Define and document roles and responsibilicies for planning, implementing,

operating, assessing, and improving governance programs. Governance Responsibilcy
Model

dentiy Jat
and statutory requiremens, which are applicable to your organization.

Information System
Regulatory Mapping

Establish and maintain contact with cloud-related special ncerest

groups and ocher relevant enties i line with business context. Specil Interest Groups

Establish, document, approve, communicate, 3pply, evaluate and maintain
i (includi

but not limited to remote employees, contractors, and third parcies) according

o local Jations, echi

o the data cassfication to be accessed, the business requirements, and acceptable

risk Review and update the polices and procedures at least annusaly.

Background Screening Policy
and Procedures

Dara Security and Privacy
Lifecycle Management

Governance, Risk and
Complance



HRS-01.3

HRS-02.1

HRS-022

HRS-03.1

HRS-03.2

HRS-04.1

HRS-04.2

HRS-05.1

HRS-06.1

HRS-07.1

HRS-08.1

HRS-09.1

HRS-10.1

HRS-11.1

HRS-11.2

HRS-12.1

HRS-122

HRS-13.1

1AMOL1

1AM01.2

1AM02.1

1AM022

1AM-03.1

1AM-04.1

1AM.05.1

1AM-06.1

1AM-07.1

1AM-08.1

1AM-09.1

1AM-10.1

1AM-102

AMAA LI

1AM-12.1

Ave background verification policies and procedures reviewed and updted at
least annually!

acceptble use of organizationally-owned or managed assets established, documented,
approved, communicated, applied, evauated, and maintained!

Are the policies and procedures for defining allowances and conditions for
of managed d and updated
at least annually!

concesl confdenial
data established, documented, approved, communicated, applied, evaluated, and
maintained!

Ave polices and procedures requiring unattended workspaces to concel confidential
dara reviewed and updated a¢ lesst snnully?

dor
rod stes and o " . communicated,

applied, evaluated, and maingained?

e dor

d stes and and updated a Iy

Ave return procedures of organzationally-owned assets by terminited employees
established and documented?

the roles and changes
do

Are gaining access

o organizational information systems, resources, and assets?

Are or terms for adherence
and securiy policies included within employment agreements?

Are employee roles and responsbities relating to information assets and
security documented and communicated!

Are P

organizational data protection needs and operational details identified, documented,

and reviewed a¢ planned incervals!

2 for all employees of

established, documented, approved, communicated, 3pplied, evaluated and maincained?

Ave regulr security awareness training updtes provided!

Ave il employees granted access to sensitive organizational and persorl

data provided with sppropriste security awareness training!

personal
daa provided with regular updates in procedures, processes, and poicis relating
o thei professionsl function?

Are their roles and
and compliance with established policies, procedures, and applicable lgal, stutory,
o regulatory compliance obligations?

Ave identicy and access managemen policies and procedures established, documented,
approved, communicated, implemented, applied, evauated, and maincained!

Are identiy and updated
atleast annually!

Are strong blished, & q q
communicated, implemented, applied, evaluated, and maincained!

Are strong password polices and procedures reviewed and pdated at least
annually?

Is system identicy nformation and levels of access managed, stored, and reviewed?

s dutes principle empl

system access?

Is the least privlege principle employed when implementing information system

152 user access provisioning process defined and implemented which authorizes,
records, and communicates data and assets access changes?

152 process in place to de-provision or modify the access,in a timely maner,
of movers  leavers or system identity changes,to effectively adopt and communicate.
identity and access management policies?

Are reviews and revaldation of user access for least priilege and separation
of duties completed with a requency commensurte with organizationl risk tolerance!

Are processes, procedures, and technical measures for the segregation o priv

les defined, implemented, and evaluated such @n
access, encryption, key management capabilies, and logging capabiies are
disinct and separate?

15 an access process defined and implemented to ensure privileged access roles
and rghts are granced for a lmiced period!

Are procedures implemenced to prevent the culmination of segregated privieged

Are processes and procedures for customers to participate, where applicable,
in granting access for agreed, high rsk as (defined by the organizationl risk
assessment) privieged access roles defined, implemented and evaluaced?

Are processes, procedures, and technical measures to ensure the logging infrastructure
is read-only" for all with wrie access (including privieged access roles) defined,
implemented, and evaluaced!

Yes

Yes

Yes

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CSP-owned

CSP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CSP-owned

CsP-owned

CSP-owned

CSP-owned

CSP-owned

HRS-02

HRS-03

HRS-04.

HRS-05

HRS-06

HRS-07

HRS-08

HRS-09

HRS-10

HRS-11

HRS-12.

HRS-13

1AM.01

1AM-02

1AM-03

1AM-04

1AM-05

1AM-06

1AM-07

1AM-08

1AM-09

1AM-10

1AM-11

Establish, document, approve, communicate, 3pply, evaluate and maintain
policies and procedures for defining allowances and conditions for the acceptable
use of organizationally-owned or managed assets. Review and update the policies
and procedures at least annualy.

Establish, document, approve, communicate, 3pply, evaluate and maintain
policies snd procedures that require unattended workspaces to not have openly

least annualy.

Establish, document, approve, communicate, 3pply, evaluate and maintain
policies and procedures to protect information accessed, processed or stored
at remote sites and locations. Review and update the policies and procedures

atleast annuly.

Establish return of
assets by terminated employees.

Establish, document, and communicate to 3l personnel the procedures
outing the roles and responsibiies concerning changes in employment.

Employees sign the employee agreement prior to being granted access

andlor terms for

Accepuble Use of
‘Technology Policy and
Procedures

Clean Desk Policy and
Procedures

Remote and Home Warking
Policy and Procedures

Asset returns

Employment Termination

<o organizational information systems, resources and assets Employment Agreement
Process
includes within the
Content.

policies.

Document and communicate roles and responsibiles of employees,
a5 they relate to information assets and securiy.

dentiy, document, and review, a planned interval, requirements.
for non-cisclosurelconfidentilty agreements reflecting the organization's

needs for the protection of dsta and operational dets.

Establish, document, approve, communicate, 3pply, evaluate and maingain
2 securiy awareness trining program for al employees of the organization

and provide regular training updates.

Provide il employees with access to sensitve organizational and

P
processes, and pol their professional

function relative to the organizaton.

Make employees aware o their roles and responsibilties for maintsining

awareness and

legal,stawtory, or regulatory compliance obligacions.

Establish, document, approve, communicate, mplemen, apply, evalate
and maintain policies and procedures for identity and access management. Review
and update the polices and procedures at least annualy.

Esaablish, document, approve, communicate, mplement,apply, evaluate
and maintain strong password policies and procedures. Review and update the
policies and procedures at east annaly.

Manage, store, and review the information of system identiies, and
level of access.

Employ dutes principle

system access

Employ the leat priviege principle when implementing information
system access

Define and implement 2 user access provisioing process which authorizes,

records, and communicates access changes to data and assets.

De-provision or respectively mody access of movers  leavers or
system identity changes in 2 timely manner in order o effectively adopt and

communicate identicy and access management policies.

access for
of duties with a frequency that s commensurate with organizational isk tolerance.

Define, implement and evaluate processes, procedures and technical
segregation of roles such

access to data, encryption and key management capabiltes and logging capabiltes

are distince and separated.

Define and implement an access process to ensure privieged access
roles and rghts are granced for a time fimited period, and implement procedures
<o prevent the culmination of segregated privileged access

Define, implement and evaluate processes and procedures for customers
<o participate, where applicable, in the granting of access for agreed, high
K ) roles.

Define, implement and evaluate processes, procedures and technical
measures to ensure the logeing infrastructure is read-only for all with wrice
access,incluing privileged access roles, and tha he abily to disable it

s concrolled through a procedure that ensures the segregation of duties and
break gss procedures.

Personnel Roles and

Responsiiities

Non-Disclosure

Agreements

Security Awareness Training

Personal and Sensitive Data
Avareness and Training

Complance User
Responsiily

Identity and Access
Management Policy and
Procedures

Strong Password Policy and
Procedures

Identicy Inventory

Separation of Duties

Least Prviege

User Access Provisioning

User Access Changes and
Revocation

User Access Review

Segregation of Privileged
Access Roles

Management of Privileged
Access Roles

€SCs Approval for Agreed
Privieged Access Roles

Human Resources

Identity & Access
Management



1AM-122

1AM-13.1

1AM-14.1

1AM-142

1AM-I5.1

1AM-16.1

IPY-0L1

1PY-01.2

1PY-013

1PY-01.4

IPY-0LS

1PY-02.1

1PY-03.1

1PY-04.1

oLl

vs012

vs-02.1

vs-03.1

1vs-03.2

V5033

1vs-03.4

1vs-03.5

vs-04.1

1vs-05.1

1vs-06.1

o071

Ivs-08.1

vs-09.1

Is the ablty to disable the *read-only" confguration of loggng infrastructure
controlled through a procedure that ensures the segregation of duties and break.
glass procedures!

Are processes, procedures, and technical measures that ensure users are idenifable
through unique identfication (or can associate indviduals with user identiication
usage) defined, implemented, and evaluated!

Ave processes, procedures, and technical measures for authenticating access
i d b

for a least-privleged user and sensitve data access defined, implemented, and
evaluated?

level for system idenites adopeed!

Are processes, procedures, and technical measures for the secure management
of passwords defined, implemented, and evaluated!

Are processes, procedures, and technical measures to verify access to data
and system functions authorized, defined, implemented, and evaluated?

blshed, & A d, communicated,
appled, evaluated, and maincained for communications between application services
(e, APE)?

Are polices and procedures estabished, documented, approved, communicated,
appled, eva

blshed, & A A q
appled, evaluated, o

Are policies and procedures established, documented, approved, communicated,
applied, evaluated, il
incegrity, and persistence!

updated at least annully?

Are CSCs able to programmaticaly retrieve their data via an sppliation interface(s)
to enable interoperabiley and portabiity?

Are

for the management, import, and export of data?

Do I iy 4 contract termination,
and have the following!
2. Daa format

b. Duration data willbe stored
<. Scope of the dara retained ind made avaible to the CSCs
4. Daa deleton policy

security
d, appled, evaluaced,

security
nd updated at least annually!

s
way that delivers required system performance, as determined by the business!

Are communications between environments monitored!

Are communications becween environments encrypeed?

b dto only
authorized connections, as justied by the business?

Are network configurations reviewed t least annually?

pported by al

s every hypervisor,

and supported by
25 parc of a security baseline?

Are applications and infrastructures designed, developed, deployed, and confgured
such (tenant) ‘
segmented, segregated, monitored, and restricted from other tenants!

Are channels ' only up-to-date
and approved protocols used when migracing servers, services, applications, or
data o cloud environments!

Are high-risk environments idenified and documented?

Are processes, procedures, and defense-in-depth cechniques defined, implemented,
and evaluated for protection, detection, and timely response to necwork-based
atacks?

Yes

Yes

Yes

Yes

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CSP-owned

CsP-owned

CSP-owned

CSP-owned

CsP-owned

CsP-owned

CSP-owned

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CsP-owned

CSP-owned

CsP-owned

CSP-owned

CsP-owned

CSP-owned

Define, implement and evaluate processes, procedures and technical
messures that ensure users are identifable through unique IDs or which can
assocate individuls to the usage of user IDs.

1AM-13
Define, implement and evaluate processes, procedures and technical
© assecs,
atleast privieged
data access. Adopt digial certiiates o alternatives which achieve an equivalent
level of security for system identies.
1AM-14

Define, implement and evaluate processes, procedures and technical
IAM-1S measures for the secure management of passwords.

Define, implement and evaluate processes, procedures and technical
IAM.16  messures to verify access to data and system functions is authorized.

Establish, document, approve, communicate, 3pply, evaluate and maintain
"

P porabiicy
requirements for:

a Communications between application interfaces

b. Information processing nteroperabilty

<. Applcation development portabity

d.Information/Data exchange, usage, porabilty,integrty. and persistence.
Review and updte the policies and procedures a least annually.

1PY-01

0 CSCs 50 that they.

retrieve their data to enable interoperabilty and portabity
Yoz perabilty and portabily.

secure and

IPY-03  for the management, import and export of data.

Agreements must include provisions specifying CSCs access to data
upon contract termination and will nclude:
2 Daa format
IPY-04 b, Langth of cme the cata will be stored
<. Scope of the dararetained and made avaiable to the CSCs
d. Data deletion policy

Establish, document, approve, communicate, 3pply, evaluate and maintain

and update the polices and procedures at least annualy.

S0l
Plan and monicor the avallbily, qualiy, and adequate capacity
of resources in order to deliver the required system performance as determines
vs-02 qired ystem park b o
by the business.
Mornitor, encrypt and restrict communications between environments
o only authenticated and authorized connections, a jusiied by the business
Review these configurations at least annually, and supporc them by a documented
justification of all . protocols,
503
Harden host and guest OS, hypervisor or infrastructure control plane
according o their 3
WS04 3 partof asecurity baselne.
Separate production and non-production environments
V505

Design, develop, deploy and configure applications and infrastructures
such that CSP and CSC (tenan) user aceess and intra-tenant access is appropritely
\vs.06  Segmented and segregaced, monicored and restricted from other tenans.

Use secure and encrypted communication channels when migrating servers,
se i or dara h channel Jude

IVS-07  only up-to-cate and approved protocols

dentiy and document high-risk environmens.
V508

Define, implement and evaluate processes, procedures and defense-in-depth
cachniques for protection, detection, and timely response to network-based acacks.
V509

Uniguely Identifable Users

Strong Authentication

Passwords Mansgement

Authorization Mechanisms

Interoperbiity and
Portabiity Policy and
Procedures

Applcation Inerface
Avaiabilty

Secure Inceroperabilcy and

Portabiity Management

Data Portabiity Contractual

Obigacions

Infrastructure and

Virtsalization Security Policy

and Procedures

Capacity and Resource
Planning.

Network Security

OS Hardening and Base
Controls

Production and Non-
Production Environments

Segmentation and
Segregation

Migration to Cloud

Environments

Necwork Architecture
Documentation

Network Defense

Interoperbiity & Portabily

Infrastructure &
Virtsalization Securly



LoG-01.1

LoG.01.2

LoG.021

LoG.03.1

LoG.03.2

LOG-04.1

LOG.05.1

LoG.05.2

L0G-06.1

LoG-07.1

L0G.07.2

LoG.08.1

L0G-09.1

LoG-10.1

LOG-ILI

LOG-12.1

LOG-13.1

LoG.13.2

SEF-0L.1

SEF-01.2

SEF-02.1

SEF-02.2

SEF-03.1

SEF-04.1

SEF-05.1

SEF-06.1

SEF-07.1

SEF-07.2

SEF-08.1

sTAOLI

sTA012

sTA021

sTA03.1

sTA04.1

sTA05.1

STA06.1

logging and monicoring documented,
approved, communicated, appiied, evauated, and maintained?

d and updated

Are processes, procedures, and technical measures defined, implemented, and
evaluated to ensure audit log security and retention?

e identified and ¢
the underlying infrastructure?

2 generate slerts
based on security events and their corresponding metrics!

Is access to audic logs resricted to authorized personnel, and are records
maintained to provide unique access accountabiity!

Are security audi logs monitored to detect actvicy outside of ypical or
expected paterns?

Is:2 process established and followed to review and take approprisce and cimely
actions on detected anomalies?

lsa I processing
systems?

for information
documented, and implemented!

Is the scope reviewed and updated at least annually, or whenever there is
a change in the threat environment!

Are audit records generated, and do they contain relevant security information!

Does the it records from
modifcation, and delecion?

Are monitoring and internal reporting capabilies establshed to report on
processes,

procedures, and controls!

Are key lfecycle management events logged and monitored to enable auditing
and reporting on cryptographic keys' usage?

Is physical access logged and monitored using an audiable access control

syseem?

Are processes and technical measures for reporting monitoring system anomalies
and failures defined, implemented, and evaluated?

falures?

P ediscovery,

blshed, d 4 A ppi

evalvated, and maintined?
Are polices and procedures reviewed and pdated annually?

P = blshed,
do ” J d, appled, evaluaced,

s J

nd updated at least annually!
Is:a security incident response plan that includes relevant internal deparcmens,
impacted CSCs, and other business-critca relationships (such as supply-chain)
estabished, doc d. spproved, d, pplied, eval
Is the security incident response plan tested and updated for effecciveness,
as upon environmenta!

changes?

Are information security ncident metrics establshed and monitored?

Ave processes, procedures, and technical measures supporting business processes
o tiage security-related events defined, implemented. and evaluated?

Are processes, procedures, and technical measures for security breach notlfications
defined and implemented!

Ave securiy breache security
relevant supply chain breaches) as per applicable SLAS,laws, and regulations?

Are points ol
and locallaw enforcement, and other legal jurisdictional authorides?

responsibilty

model (SSRM) within established, d
applied, evaluated, and maingained?

Are the ol

Is the SSRM appled, documened, implemented, and managed throughout the supply
chain for the cloud service offering!

Is the CSC given SSRM guidance detaling information about SSRM spplicabiley
throughout the supply chain!

s of all CSA CCM controls delineaced
according to the SSRM for the cloud service offering?

Is SSRM documentation for ll cloud services the organization uses reviewed
and valcated!

Ave the portions of the SSRM the organization is responsible for implemented.
‘operated, audied, or assessed?

Yes

Yes

Yes

Yes

Yes

Yes

Yes

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CsP-owned

CSP-owned

CsP-owned

CsP-owned

CSP-owned

CsP-owned

‘Shared CSP and Ir-party

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CSP-owned

CsP-owned

CSP-owned

CsP-owned

CSP-owned

CsP-owned

CSP-owned

CsP-owned

CSP-owned

CsP-owned

CSP-owned

LoG-01

LoG-02

L0G-03

L0G-04

L0G-05

LoG-06

LoG-07

LoG-08

L0609

LoG-10

LoG-11

L0G-12

L0G-13

SEF01

SEF-02

SEF-03

SEF-04

SEF-05.

SEF06

SEF-07

SEF08

STA0!

STA02

STA03

STAD4

STAOS.

STA06.

Establish, document, approve, communicate, 3pply, evaluate and maintain

the policies
and procedures at least annualy.

Define, implement and evaluate processes, procedures and technical

measures to ensure the security and retention of audic logs.

Identiy and monitor securit-related events within spplications

and to generate

alerts to responsible stakeholders based on such events and corresponding metrics.

R i records

that provide unique access accountabity.

Moicor security audic ogs to detectactivy outside of typial
Estabish and follow 3.
appropriace and imely acions on detected anomale.

Use a rellable tme source across all relevant information processing
syscems

Establish, document and implement which information meta/data system
events should be logged. Review and update the scope at least annually or whenever
there is a change i the threat environment.

‘Generate audit records containing relevant security nformation.

it records from

modifcation, and deletion.

Establish and

over the operations of cryptographic encryption and key management policies,
processes, procedures, and controls.

Log and monitor key lfecycle management events to enable auditing
and reporting on usage of cryprographic keys.

Monitor and log physial access using an audiable access control

sysce.

Define, implement and evaluate processes, procedures and technical

portng and alures of
and provide immediate notifcation to the accountable party.

Establish, document, approve, communicate, 3pply, evaluate and maintain
policies and procedures for Security Incident Management, E-Discovery, and Cloud
Forensics. Review and update the policies and procedures at least annually.

Establish, document, approve, communicate, 3pply, evaluate and maintain
i

iy manager Review
and update the polices and procedures at least annualy.

“Establih, d -
a security incident response plan, which includes but is not imiced to: relevant
nternal departments, impacted CSCs, and other business critical reltionships
(such as supply-chain) that may be impacted:

Testand upds

Y
or upon signficant organizational or environmental changes for effecciveness

Establish and monitor information securiy incident metrics,

Define, implement and evaluate processes, procedures and technical
processes to trizge

Define and implement. processes, procedures and technical measures
for securiey breach notifcatons. Report security breaches and sssumed security
breaches incuding any relevant supply chln breaches,a per applicble SLAs,
aws and regulations.

national and local law  other

Logging and Monicoring.
Policy and Procedures

Audit Logs Protection

Security Monitoring and
Alerting

Audic Logs Access and
Accountabicy

Audic Logs Monitoring and
Response.

Clock Synchronization

Logging Scope

Log Recards

Log Protection

Encryption Monitoring and
Reporting

Transaction/Activiy Logging

Access Control Logs.

Failures and Anomalies
Reporting

Security Incident
Management Policy and
Procedures

Service Management Policy
and Procedures

Incident Response Plans

Incident Response Testing

Incident Response Metrics

Event Triage Processes

Security Breach Notifcation

Establish, document, approve, communicate, 3pply, evaluate and maintain
i Responshilty

Model (SSRM) within che organization. Review and update the policies and

procedures

atleast annuly.

Apply. document, implemen and manage the SSRM throughout the supply
chaln for the cloud service offring

Provide SSRM Guidance to the CSC detaling information sbout the
SSRM applicabily throughout the supply chain

Delineate the shared ownership and applicabity of al CSA CCM controls
according to the SSRM for the cloud service offeing,

offerings
the organization uses.

Implement, operate, and audic or assess the portions of the SSRM
which the organizacion s responsible for.

Maingenance

SSRM Policy and Procedures

SSRM Supply Chain

SSRM Guidance

SSRM Control Ownership

SSRM Documentation
Review

SSRM Control
Implementation

Logging and Monitoring

Security Incident
Management, E-Discovery,
& Cloud Forensics



sTA07.1

STA08.1

STA09.1

sTA-10.1

STA-ILL

sTA121

STA-13.1

STA14.1

TVMOLI

TVMOL2

TVMOLI

TVM022

VMLl

TVM04I

TVM0s.1

TVM.06.1

VMLl

TVM.08.1

TVM09.1

TVMI0.1

UEM.0LI

UEM.01.2

UEM.021

UEM.03.1

UEM.04.1

UEM.05.1

UEM.06.1

UEMO.I

UEM.08.1

UEM.09.1

UEM-10.1

UEM-ILI

UEM-12.1

UEM-I3.1

UEM-14.1

Is an inventory of all supply chain relacionships developed and maintained!

Are risk fa organizations within the suppl
periodicaly reviewed by CSPs?

Do service agreements between CSPs and CSCs (tenants) incorporate at least the
following mutually agreed upon provisions andlor terms!

*+ Scope, ch d of business fered
* Information security requirements (inclucing SSRM)

+ Change mansgement process

+ Logging and mnicoring capabilty

* Incident management and communication procedures

 Right o audit and third-party sssessment

+ Service termination

 Interoperabily and portabiicy requirements

- Data privacy
Ave supply b CSPs and CSCs reviewed st Iy
Is there 2 pr g incernal

confirm the conformance and effectiveness of sandards, policis, procedures,
and SLA actvites?

Are polices that require all supply chain CSPs to comply with informtion
securiy, confidentality, access control, privacy, audit personnel policy, and

service level requirements and standards implemented?

Ave supply chain partner IT governance polcies and procedures reviewed periodicaly?

152 process to conduct periodic security assessments for all supply chain
organizations defined and implemenced!

Are polices and procedures established, documented, approved, communicated,
applied, evaluated, and maintained to idently, report, and prioridze the remedation
of vulnersbiites to protect systems against vulnerabily exploitation?

e " d 3nd

updated at lesst annully?

Ave polices and procedures to protect against malware on managed assets estabihed,
do q q 4, pplied,

Ave sssec management and maware protection policies and procedures reviewed

nd updsted at least annually?

Ave processes, procedures, and technical defined, mplemented, and

(based on the identifed risk)?

Ave processes, procedures, and technical defined, implemented, and
evaluated to update detection tools, threat signatures, and compromise indicators

weekly (or more frequent) basis!

Ave processes, procedures, and technical defined, implemented, mnd

evaluated to identify updstes for applications that use third-party o open-source.
the y

Ave processes, procedures, and technical defined, implemented, and

‘evaluated for periodic, independent, third-party penetration testing!

Ave processes, procedures, and technical defined, implemented, mnd

monthly!

y
industry-recognized framework?

lsa por identifcation
and remediation actviies that include stakeholder notfication!

Are y 3
monitored, and reported at defined intervals?

Are polices and procedures established, documented, approved, communicated,
applied, evaluated, and maincained for al endpoints?

Are universal endpoint managemen policies and procedures reviewed and updated

at least annually?

Is there 2 defined, d o, applcable and evaluated
services, applications, and the sources of applications (stores) acceptable for

use by endpor

1512 process defined and implemented to validte endpoint device compatbilty
with operating systems and applications?

Is an inventory of all encj e T ——
.

Are processes, procedures, and technical measures defined, implemented and
‘evaluated, to enforce policies and controls for all endpoints permitted to access

systems andlor store, transmit, or process organizational data?

Are all relevant interactive-use endpoints configured to require an automatic.
lock screen?

Are changes h levels, andlor appl
managed through the organizational change management process!

Is nformation
with storage encryption?

Are cechnology services configured on
managed endpoints?

Are software firewalls configured on managed endpoints!

Are managed endpoints configured with data loss prevention (DLP) technologies
and rules per a risk assessment!

for al managed

Are processes, procedures, and technical defined, implemented, and

devices!

Are processes, procedures, and technical andlor contractual measures defined,
implemented, and evaluated to maincain proper securiy of third-party endpolnts
with access to organizational assets!

End of Standard

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CSP-owned

CSP-owned

CSP-owned

CsP-owned

CSP-owned

‘Shared CSP and 3c-party

CSP-owned

CSP-owned

CsP-owned

CsP-owned

CsP-owned
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addresses in

STAO7

STAGE

STA0Y

STA-I0

STAI

STA12

STA13

STA-14

VMol

o2

VM0

VM0

VM5

VM0

VMo

VM08

VM09

vM-I0

UEM-0I

UEM02

UEM03

UEM-04

UEM0S

UEM-06

UEM-07

UEM-08

UEM-09

UEM-10

UEM-11

UEM-12

UEM-13

UEM-14

Develop and maintain an inventory of al supply chain refaionships.
Supply Chain Inventory

c h

Supply Chain Risk

within their supply chain.
il Mansgement

Service SPs and CSCs (tenants) atlesst the,

following mutusll-agreed upon provisions andlor terms:

« Scope, ch d location of business
+ Information security requirements (including SSRM)
+ Change management process

Primary Service and
Contractual Agreement

+ Logging and monitoring capabilty

+ Incident management and communication procedures

« Right to audit and third party assessment

+ Service termination

+ Interoperabilty and portabily requirements

+ Data privacy

Review supply chain agreements between CSPs and CSCs atleast annuslly. Supply Chain Agreement
Review

Define and implement a process for conducting internal assessments

o confirm dards, pol "

and service level agreement activies atleast annually. {neernal Complance Testing

Implement policies requiring all CSPs thraughout the supply chain

o comply with information security, confdentalty, access control, privacy. Supply Cha Serven

audi, personnel policy and service lovel requirements and standards.
P poley N Agreement Compliance

Periodically review the organization's supply chain partners' IT Supply Chain Governance.

vernance policies and procedures.
& ® ® Review
Define and implement a process for conducting security assessments

periodicaly for all organizations within the supply chan Supply Chain Daw Securiy

Assessment

Establish, document, approve, communicate, 3pply, evaluate and maintain
policies snd procedures to identify, report and priortize the remedistion of

Vulnerabi

fes,in order to protect systems against vulnerabiliy exploitation.

P i i
Threat and Vulnerability

Mansgement Policy and
Procedures

Establish, document, approve, communicate, 3pply, evaluate and maingain

policies on . assets. Review

and update the policies and procedures at least annualy.
Malware Protection Policy

and Procedures

Define, implement and evaluate processes, procedures and technical

measures emergency resp Vulnerabilty Remedistion
dentifications,

Schedule
based on the identiied risk.

Define, implement and evaluate processes, procedures and technical

measures to update detection tools, threat sgnatures, and indicators of compromise

on a weekly,or more frequent bass Detection Updates

Define, implement and evaluate processes, procedures and technical

messures to identify updtes for applications which use third party o open Exrns Lbrary

Vulnerabilties

Define, implement and evaluate processes, procedures and technical

periodic performance of p  indepe
third partis. Penetration Testing

Define, implement and evaluate processes, procedures and technical

detection managed assets
atleast monthly. Vuinerabiley Idendfication

Use  risk-based model for effectve prioritzation of vulnerabily

remediation using an industry recognized framework. Vulnerabiley Prioriization

Define and implement a process for tracking and reporting vulnerablty
denti includ Ider notification. Vuinerabily Mansgement

Reporting

Establish, y
and remedision at defined intervals Vulnerabilty Manzgement
Metrics

Establish, document, approve, communicate, 3pply, evaluate and maingain
policies and procedures for all endpoints. Review and update the policies and
procedures atleast annually.

Endpoint Devices Policy and

Define, document, pply and evaluate 3 st of approved services,

applications and sources of applications (stores) acceptable for use by endpoints

Application and Service
Approval

when accessing or storing organization-managed data

Define and implement a process for the validation of the endpoint

P Compatbity

Maingain an inventory of all endpoints used o store and access company

@
Endpoint Inventory

Define, implement and evaluate processes, procedures and technical
measures to enforce policies and concrols o all endpoints permitced to access.

systems andlor store, transmit, or process organizational data. Endpoint Management

Configure al relevant interactive-use endpoints to require an automatic

ock screen. Automatic Lock Screen

Manage changes to endpoint operating systems, patch levels, andlor
applications through the company's change

unauthorized

devices with storage encryption. Storage Encryption

‘Configure managed endpoints with anth-malware detection and prevention

technology and services. Ant-Malware Decection and

Prevention

Configure managed endpoints with properly configured software firewalks
Sofeware Firewall

Configure managed endpoints with Daca Loss Prevention (DLP) technologies

and rules in accordance with a risk assessment. Data Loss Prevention

Enable remote geo-location capablies for all managed mobile endpoints,
Remote Locate

Define,implement and evaluate processes, procedures and technical

messures to enable the delecion of company data remotely on managed endpoint
i Y on mansged ende Remote Wipe

dovices

Define,implement and evaluate processes, procedures and technica

andlor contractual measures to maintin proper security of thrd-party endpoints

Third-Pary Endpoint
with access to organizationsl assets 7 e

Security Posture

Supply Chain Managemen.
Transparency, and
Accountabiity

Threat & Vulnerabily
Management

Universal Endpoint

Management



